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ABSTRACT

This research takes a two-pronged approach, identifying and then proposing a
solution for the basic problem keeping many potential users from engaging in online
auction trading, and discouraging those who do use these sites from buying or selling
high-value items. The problem? ---The absence of a reliable user registration process.
To remedy this situation, this study proposes a new authentication protocol adding
two levels of protection and providing users with a trustworthy trading environment
through stronger identification and authentication functions.
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INTRODUCTION

Since 1995, the year the most popular online auction site, eBay, was founded,
hundreds of online auction sites have sprung up, only to fold just as quickly. At any
time of the day, there could be thousands of online auctions in session and millions of
people participating throughout the world. One of the interesting facts about online
auctions is that the average sales price is only $30, while the average sales price for
traditional auctions is $300 (Lucking-Reiley, Byran, Prasad, & Reeves, 2007). This
indicates that, in general, the items sold through online auctions online tend to have a
lesser value than the objects sold in traditional auctions (Lucking-Reiley, 2000).
Finding ways to increase online auctions’ average sales price could be crucial to
improving the online auction business model.

In Section 2, this study starts at the root of users’ sense of insecurity about buying
and selling online: user registration. Section 3 focuses on how the weak user
verification mechanism makes shill bidding and artificial raising of reputation scores
an easy task. Section 4 presents a new authentication protocol. The last section
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concludes with a discussion of the implications of this research and future work that
might further benefit the growth of online auctions.

USER REGISTRATION

Problems with user authentication start at the very beginning of a user’s online
auction experience---user registration. On the surface, the significance of the user
registration process at online auctions seems to be the same as at any other online
services such as online shopping or online travel services sites. However, at online
auction sites, user authentication has much more far-reaching effects on the fairness
and trustworthiness of the auctions. In this section, we will first present what
registration was like before, and then discuss the events that have led to modifications
in the registration process and its current situation.

In online auctions, the user registration process was like that of any other online
service in that users could set up multiple accounts with different user IDs and
passwords. With multiple user I1Ds, one user can simultaneously participate in the
same auction as different individuals. In addition, registration was free of charge, so
anyone could set up as many user IDs as he wished. This flawed user registration
process was essentially registering user 1Ds rather than actual users.

It was not surprising from 2000 to 2005, 70% of all online fraud reported was
related to online auctions according to a fraud reporting agency (www.fraud.org).
Since then, researchers have been working to identify problems, hoping to provide
users with a fair and trustworthy online auction environment (Viegas, 2007). Knowing
this problem, eBay offered an ID verification service through Equifax, a credit report
agency, to cross-check user’s contact information. But, credit cards do not provide any
connection with the user’s unique physical features; one person may use different
names, bank accounts and addresses to obtain many credit cards. The severity of
online auction fraud has become so great that it has attracted the attention of the
Federal Bureau of Investigation (Wilcox, 2000).

EFFECTS ON USER BIDDING BEHAVIORS
In a traditional auction, the auction house performs the role of a mediator
between the seller and the buyer by taking possession of the item first, then providing
services such as verifying the authenticity of the item, estimating its market value,
running the auction and collecting the payment (Kagel, 1998; Shaw, Blanning, Strader,
& Whinston, 1999). However, in the online auction business, the sellers and buyers in
online auctions not only have to make their own judgments on the authenticity, quality
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and value of the item, and determine when to place bids, they also have to determine
the trustworthiness of the buyers or sellers (Malaga, 2001; Resnick, Zeckhauser,
Friedman, & Kuwabara, 2000; Segev, Beam & Shanthikumar, 2004).

Shill bidding

Shill bidding is the deliberate placing of bids (usually by sellers) to artificially
drive up the price of an item (Dobrazynski, 2000). Now on eBay, bidding on one’s
own item is considered shill bidding and is prohibited at any online auction. That said,
it remains difficult for auction authorities to detect since there are no face-to-face
interactions in online auctions (FBI report, 2002). Vakrat & Seidmann (2000) have
suggested that the most effective way of preventing shill bidding is to make it
uneconomical for the seller to do so, and they also designed a fee schedule for
auctioneer to discourage the seller from shill bidding. In the next section, we will
explain how one user can user different IDs to defraud the system used to calculating
seller reliability.

Reputation rating

Given that reputation is the foundation of all business transactions, it is especially
true in person-to-person online transactions (Wang, Hidvegi, & Whinston, 2002).
Online auction participants rely heavily upon reputation ratings that are provided by
the online auction sites (Kauffman & Wood, 2005). Landon and Smith (1998)
demonstrated that the users with a higher reputation rating tend to sell items at a
higher price. Some sellers even set up filters in their auctions so only the buyers with
or above a certain reputation point level are allowed to participate (Bapna, Goes, &
Gupta, 2001). However, in online auctions, especially in person-to-person transactions,
it is extremely difficult for buyers to gather information about the true condition of the
item and about the honesty and responsiveness of the sellers.

Reputation systems usually contain two parts: numerical rating (1 for positive, 0
for neutral and -1 for negative) and a short comment (Gavish and Tucci, 2006). While
reputation-rating systems have been receiving positive feedback from users,
researchers quickly pointed out that there are several problems in the design of current
systems, and significant challenges remain (Malaga, 2001; Resnick, Zeckhauser,
Friedman, & Kuwabara, 2000).

One of the most difficult problems is how to ensure credibility in the ratings (Lin,
Li, Janamanchi, & Whinston, 2006). A user could set up many fake transactions
between different IDs, then raised the reputation scores on the two accounts that were
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involved. As a result, the reputation ratings were artificially inflated. Current form of
reputation rating systems is rating the user IDs, not the actual individual. In the
remaining part of the paper, the author will set forth a user authentication protocol that
could shine some light on the search for a solution for this problem.

USER AUTHENTICATION PROTOCOL

The author proposes a user authentication protocol to aid in authenticating online
auction user’s identity through the combination of a user’s IP address, timestamp, user
ID and cryptograph technique. It is designed to provide the online auction with more
user information beyond just user 1Ds and passwords. Since the IP address is on the
tickets, if two different user IDs from the same address are participating in the same
auction, then the auction authority may have reason to suspect that these two user 1Ds
might be controlled by the same person who is engaging in shill bidding or that the
auction has been set up solely to inflate reputation ratings.

In the case of dynamic IP address used in part of the network, where IP address
changes each time a user logs in. Given the trend that biometric identification
techniques have become much more accessible to the average user, it is possible that
in the near future fingerprint could be used in place of IP address in this protocol. In
any case, with IP address or with biometric ID, the authentication protocol proposed
here still valid.

The user authentication protocol involves three entities: (1) the user who plans to
participate in an online auction, (2) the ticket booth, which authenticates users and
issues tickets to the them, and (3) an online auction site, which will grant permission
to the buyers who can present a valid ticket to place their bids in the auction. In this
section, we present the various components of the user authentication protocol: the
user authentication protocol model, the user’s credentials, the ticket-granting protocol,
and the service-granting protocol.

The model of user authentication

The ticket booth keeps a database of all users and their passwords; it also keeps a
database of all the online auctions that are active at the time. The ticket serves as
permission for a buyer to participate in an auction. One ticket is only valid for one
buyer to place his bid in a single auction within a predetermined short timeframe. The
ticket will automatically expire if the time limit is exceeded.

The authentication protocol provides two levels of protection: (1) only the user
with correct password will obtain the session key, which only works in a limited time.
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(2) Since only a single user and a single auction service share the session key, any
message is encrypted and securely transmitted. It provides authentication at the
beginning of the communication, then all further communication are assumed to come
from the authenticated entity. It also provide authentication and encryption for each
message sent from one entity to another. With an asymmetric key system, it also
provides encrypted communication between users and auctions. Overall, it takes four
steps for a buyer to place a bid in any single auction. Figure 1 illustrates the four steps.

1 3 : '
Ticket 2 Auction
——) —
booth Buyer “
— —

1 4

Figure 1 Authentication protocol

1. Applying for a ticket. 3. Requesting to bid in an auction.
2. Granting ticket. 4. Permission to bid in an auction.

The user’s credentials
To aid in defining the functions of the protocol, the following abbreviations and
symbols are defined in Table 1.

Table 1 Definitions of symbols

Symbols Definitions

u user

s Auction services

t Ticket Booth

addr Network address

times Beginning and ending time for the ticket
KByxs X’s secret key

KBxys Session key for x and y

{m}KBys Message encrypted in x’s secret key
TByys X’s ticket to use y

ABy.,8 Authenticator from xtoy

There are two types of credentials used in the authentication protocol: the
application and the ticket. An application has the following structure:

Ay ={u, time}K
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The buyer generates an application every time he wishes to participate in an
auction. The application contains the user ID and a timestamp, which is all encrypted
in a session key shared by the user and the auction. The application serves two
purposes: it sends the plaintext, which is encrypted in a session key. By doing so, it
shows that the buyer knows the session key. A ticket is used to securely pass the
identity of the ticket holder to the auction. It also contains an IP address and
timestamp that the auction can use to ensure that the user submitting the ticket is the
same user to which the ticket was issued. A ticket has the following structure:

T,s =S, {u, addr, times, K }K,

A ticket is good for a single buyer and for a single auction. It contains the
buyer’s user 1D, the name of the auction, the IP address of the buyer, and a timestamp.
This information is encrypted in the auction’s secret key. Once the buyer obtains the
ticket, he can use it one time to bid in the auction before the ticket expires. The buyer
would not be able to decrypt the ticket or modify the contents of the ticket in any way,
since he does not know the auction service’s secret key, but he can present it to the
auction in its encrypted form. No one on the network can read or modify the ticket.

Applying for a ticket and the Ticket Granting Process

Whenever a buyer decides to participate in an auction, he sends to the ticket
booth an application, which contains the buyer’s ID and the name of the auction in
which he wishes to participate. The ticket booth checks the identity of the buyer. If
the application is approved, then the ticket booth generates a session key to be used
between the user and the auction service. It encrypts the session key with the user’s
secret key, and it then creates a ticket for the user that authenticates him to the auction
site. The ticket is encrypted with the auction’s secret key. Finally, the ticket booth
sends both messages to the user.

The buyer now decrypts the first message with his password and retrieves the
session key. The buyer saves both the session key and the second message which
contains the ticket to the auction. This process is illustrated in Figure 2.

User ID, auction

Buver > Ticket
y p booth

{KU,S}KU! {TU,S} KS

Figure 2 Ticket Granting Process
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Service Granting Process

When the buyer sends the ticket to the auction, the auction decrypts the ticket and
authenticates the buyer’s identity. If everything matches, the auction knows that the
user is who he claims to be, and grants the permission to bid in the auction. The
auction and the buyer can encrypt future messages with the session key, if the buyer
wishes to participate in the auction later. Since only the buyer and the auction service
share this key, they both can assume that a future message encrypted with that key
originated from the other party. This services-granting process is illustrated in Figure
3.

{TusHKs, {A} Ku, s

Buyer . g

Permission to bid

| Auction ||

Figure 3 Service-Granting Process

CONCLUSIONS

This research has identified a fundamental problem in online auctions: the policy
that allows one user to have multiple user IDs. Proposed protocol provides two levels
of protection: first only the user with the correct password will obtain the session key;
secondly, since only a single user and a single auction service share the session key,
any message encrypted with it is securely transmitted and each ticket is only valid for
one auction and for a very limited time.

The authentication protocol is a general-purpose authentication tool. It not only
could be used in online auctions, it could also be applied to other e-commerce services
as well. For example, in online dating services, this protocol could grant tickets to
individuals, for use in obtaining dating services.

This research is only the beginning; many research topics in the area of
identification and authentication remain. How the authentication protocol might be
implemented in making the reputation rating system more meaningful and reliable
would also be a question for significant research. Looking into future, as biometrics
techniqgues become more accessible to the public, new approaches in
identification/authentication technology could be applied to verification of users
independent of user IDs.
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